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Tnroc tinh trang lira dao xu~t hien tren Website ngay cang phirc tap va nhieu
gay h~u qua nang n~ v~ tinh thc1nIftn tai chinh cua nhieu ngiroi. Thai gian vira qua
VOSA cling da co tnrong hQ'P lam gia mao trang Website cua VOSA d~ lira dao
tuyen dung nhu: https:llvosa-vn.com hay htpps:llvosa-"b~t cu ten nao" ... va email
tuyendung@vosa-com.vn ... rna nguoi dung r~t d~ bi nham Iftngiong trang Website
cua VOSA dang sir dung https:l/vosa.com.vn hay https:l/vosa.vn, t~t ca nhirng
trang Website cua VOSA d~u da duoc dang Icy voi Trung tarn quan ly ten mien Viet
Nam. Day la hinh thirc lira dao qua Website co chu dich thay d6i nQi dung va dia chi
Email cua ngiroi giri, n~u ngiroi nhan khong kiem tra dung Website va Email co the
se gay ra hau qua r~t nghiem trong.

BQ phan IT VOSA ti~p tuc dua ra mQt s6 khuy~n cao va bi~n phap phong
ch6ng d~ h?n ch~ t5i da vi~c bi lira dao qua Website nhu sau:

1.Cach nh~n bi~t trang Web lira dao nhanh qua dU'img din link dQc h~i:

DAutien, hay kiem tra l?i dia chi Web. Day la phuong phap nhanh chong nh~t
trong cac cach nh~ bi~t trang Web lira dao. Canh giac truac cac duang dan co d~u
hi~u sau day:

• L6i chinh ta: Sai khac, thi~u ho~c thira mQt vai Icy tv, ho~c thay th~ mQtvai
Icy tv vai Icy tv khac gc1ngi6ng (nhu "I" thay bfug "1"). Vi d\l: shopeepv.com,
fptshopvn.com

• Ten mi~n sir d\lng Icy tv I? Vi d\l: https:llsuamaylanh.dien-may-xanh.net.

• Ten mi~n ph\l c5 bilt chuac ten mi~n cua mQt trang hQ'Pphap. Vi d\l:
httvs:llshop~e.sukientriankhachhang2021.coml, trong do shopee la ten mi~n ph\l, ten
mien th\Ic te la sukientriankhachhang2021.com.

• Cac duoi trang .com, .org, .gov (chinh phu), .edu (giao d\lc dao t?o) ...
thuang la nhUng top-level domain co th~ tin c~y duQ'c, tuy nhien cling cAnphai cAn
tr9ng khi truy c~p n~u b~ th~y co d~u hi~u kha nghi v~ vi~c l~y cilp hay thu th~p
thong tin dfr li~u ca nhan. Vi v~y nen xac nh~n l?i m9i thu. Trong khi do, cac duoi
top-level d~main it ph6 ,bi~n nhu .info, .asia, .vip, .tk, .xyz ... thuang co dQ tin c~y
kha la thap. Ten mien co top-level domain co dQ tin c~y th~p. Vi d\l:
https:llwww.shoppe8.vip, top-level domain la .vip ho~c https:l/vngame.xyz.



• Duong dfuI su dung ten mien quoc t~ (IDN) facebook.com - chtr "a" la mot
ky tv d~c bi~t (domain that: xn--fcebook-8va.com) d~ danh lira nan nhan.

• Sir dung dich vu rut gon ten mien dang nhu bitly.com, cutt.ly, shorturl.at
nhfmg kieu lira dao dira tren nhimg link phishing dang nay nen cAntrong va khong
click vao, n~u to mo co th~ sir dung: browserling.com hay urlscan.io d~ check xem
link ~y th~ nao.

2. each nh~n bi~t trang Web lira dao qua giao di~n trang Web:

Xem ley giao dien Web. Cach nhan bi~t Web lira dao nay r~t d~ nhan biet vi
Website th~t thuong giao dien r~t chuyen nghiep, nrong thich cho ca dien thoai,
laptop hay may tinh bang, hay d~ '1 cac y~u t6 nhu logo, hinh nen va chac chan rang
chung khong phai la phien ban nhai (sai khac v~ chi tiet, mau silc) hay phien ban l6i
thai (sir dung hinh anh phien ban cii). MQt trang Web sir dung hinh aM khong dung
quy chuAn thuang hi~u chilc chiln la trang Web khong an toano

3. each nh~n bi~t trang Web lira dao dlpl vitonQidung tren Web:

Cac bl;lnhay chu '1 d~n nQi dung Web. Cac trang Web lira dao khong an toan
se d~ lQnhfrng di~m y~u sau:

• Thong tin dan vi chu quan Website khong chinh xac. Vi dV, Website gia
ml;lOco th~ su dVng dung ten doanh nghi~p nhung cung c~p s6 t6ng dai ho~c dia chi
khong co thvc. d Vi~t Nam cac bl;lnco th~ tra thong tin cong ty tl;li:tratencongty .com
va n~u bl;lnth~y bi~u tuQ11gcua BQ Cong Thuang tren trang Web rna bl;ln10 litng,
hay thu nh~p vao bi~u tUQ11gdo! N~u b~ th~y rkg chuc nang nay khong hOl;ltdQng,
hay truy c~p "H~ th6ng quan 1'1thuang ml;lidi~n tu" thuQc "BQ Cong Thuang" tl;li
online.gov.vn va ki~m tra xem hQco phai la nguai dung con d~u tin c~y duQ'cchUng
nh~ hay khong.

• NQi dung chua l6i chinh tao Nguyen nhan la do cac trang Web gia ml;lO
thuOng khong ki~m duy~t ley nQi dung. Ho~c, cac trang nay duQ'c tl;loboi ke x~u 0
nu6c ngoai rna hQkhong thanh thl;longon ngfr duQ'c su dVng d~ lira dao.

• Chu '1 cac lien k~t d~n cac trang ml;lngxa hQi cua mQt trang Web. Cac nut
lien k~t ml;lngxa hQi co th~ d~n d~n trang chu cua trang Web.

4. each nh~n bi~t trang Web lira dao qua nhfrng thong bao tren Web:

Canh giac v6i cac thong bao co nQi dung "gi~t gan" tren Web. Trang Web gia
ml;lOthuOng se "nhu" mQi nguai b~ng cach dua ra nhfrng thong bao khi~n mQinguai
qua hoang SQ',ho~c qua vui mUng. Vi dv nhu thong bao v~ sv c6 giao dich ho~c
thong bao trung thuang, khuy~n mai, qua t~ng .... kern theo dola yeu cAumQi nguai
nh~p thong tin tai khoan, m~t khAu, s6 the tin dVng d~ xac minh. MQt trang Web th~t
sv se khong co tin nhu tren. Ngoai ra, mQi nguai cling nen cAn th~n tru6c cac lai
mai tai phAnm~m tren cac trang Web ll;l,d~c bi~t la nhfrng truOng hQ'Psau:

• Lai mai tai xu6ng phAnm~m kern theo thong bao thi~t bi da bi nhi~m virus.

• Lai mai tai mi~n phi nQi dung co ban quy~n dilt ti~n.

A

I~Tl
;---..._
~-=

2



• LOi moi tai xuong "sieu phan mem" (nhu tang t6c dQmay tinh, be khoa Wi
Fi, hack facebook, gmail, tai khoan game ... ).

• Loi moi xem nhtrng nQi dung nhay cam, hay danh VaGlong t6t va tin gi~t
gan gay shock.

• Loi moi tham gia kiern ti~n nhanh, gioi thieu moi ngiroi ban be d~ nhan hoa
hong cao.

5. Nhfrng vin d~ dang quan tam khac rna gin day dang co diu hi~u gia
tang:

Chay quang cao ban tren cac n~n tang mang xa hoi, hay Google d~ quang ba
v~ trang lira dao cua bon chung, Va d6ng thai lam nhfrng video quang cao tren
youtube d~ dfuIdu nan nhan. Cac dang nay d~u co chung hinh thirc b~t tra phi online
hoac cung clip m~t khAu tai khoan. Loi dung long tham, tam ly so hai. .. rna nhfrng
trang nay lam nan nhan mlit luon ca tai khoan Facebook, Email, tai khoan game,
ngan hang va lira dao the cao dien thoai.

6. Lien h~ ngay vOi bQph~n IT Cong ty n~u phat hi~n co bit thU'Ong trong
khi sir d1}ngmay tinh: phat hi~n s6'm cac rui ro d~ ngan ch~n.

D~ nghi cac Chi nhanhlCong ty TNHH va cac phong CMNV Cong ty nghiem
tuc th\Ic hi~n va tri~n khai thong tin d~n toan th~ CBNV dan vi minh nhUng khuy~n
cao v~ Canh bao lira dao qua trang Website neu tren d~ co th~ tl,l' bao v~ va phong
tranh nhUng rui ro an toan tru6c moi truang s6 hoa ngay cang phuc t?p.

Trong qua trinh th\Ic hi~n n~u co kho khan, vu6ng m~c vui long lien h~ T6 IT '89<,]

VOSA qua dia chi E-mail: hungnp.vsa@vosagroup.comd~dugch6trg.hu6ng dfuI. T,Y 'c:.....
T " k'nh h' AN 'nran trQng 1 c ao. ;G HAl 'u
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