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V/v Canh bdo lira dao qua Website
va phong tranh rui ro

Kinh giri: - CAC CONG TY TNHH
- CAC CHI NHANH TRUC THUQC
- CAC PHONG CMNV CONG TY

Trude tinh trang lira dao xuat hién trén Website ngay cang phuc tap va nhiéu
gdy hau qua ndng né vé tinh than 14n tai chinh ctia nhiéu ngudi. Thoi gian vira qua
VOSA ciing da ¢6 truong hop lam gid mao trang Website cua VOSA dé lra dao
tuyén dung nhu: https://vosa-vn.com hay htpps: //vosa-“bét cir tén nao” . va email
tuyendung@vosa-com.vn ... ma ngudidung rat d& bi nhim 14n gibng trang Website
cua VOSA dang st dung https /Ivosa.com.vn hay https://vosa.vn, tat ca ~nhimg
trang Website cuia VOSA déu da duoc ding ky voi Trung tAm quan ly tén mién Viét
Nam. Day la hinh thtc lira dao qua Website ¢6 chu dich thay ddi noi dung va dia chi
Email cia nguoi gui, néu ngudi nhan khong kiém tra ding Website va Email c6 thé
s& gdy ra hau qua rat nghiém trong.

B6 phan IT VOSA tiép tuc dua ra mot s khuyén céo va bién phap phong
chong dé han ché toi da viéc bi ltra ddo qua Website nhu sau:

1. Cich nhan biét trang Web lira d30 nhanh qua dwong dan link doc hai:

DAu tién, hdy kiém tra lai dia chi Web. Pay 1a phuong phéap nhanh chéng nht
trong céc cach nhén biét trang Web lira dao. Canh gidc trude cac duong dan c6 dau
hi€u sau day:

« L&i chinh ta: Sai khac, thiéu hoic thira mot vai ky tu, hodc thay thé mot vai
ky tu vdi ky tu khac gan giong (nhu “1” thay bang “17). Vi du: shopeepv.com,
fptshopvn.com

 Tén mién st dung ky tu la. Vi du: https://suamaylanh.dien-may-xanh.net.

« Tén mién phu cd bit chudc tén mién cia mot trang hop phép. Vi du:
https://shopee.sukientriankhachhang2021.com/, trong d6 shopee 14 tén mién phu, tén
mién thuc te 1a sukientriankhachhang2021.com.

 Cac dudi trang .com, .org, .gov (chinh phu), .edu (gido duc dao tao)...
thudng 14 nhimg top-level domain c6 thé tin cay dugec, tuy nhién ciing can phai can
trong khi truy cap néu ban thiy c6 du hiéu kha nghi vé viéc ldy cdp hay thu thap
thong tin dir li€u ca nhan. Vi vy nén x4c nhén lai moi thir. Trong khi d6, cac dudi
top-level domain it phé bién nhur .info, .asia, vip, .k, Xyz... thuong c6 d0 tin ciy
kha la thdp. Tén mién c6 top-level domain c¢6 do tin cdy thdp. Vi du:
https://www.shoppe8.vip, top-level domain 1a .vip hoic https://vngame.xyz.




« Pudng dén sir dung tén mién qudc té (IDN) facebook.com — chir “a” 1 mot
ky tu dac biét (domain that: xn--fcebook-8va.com) dé danh lira nan nhan.

* Sur dung dich vu riat gon tén mién dang nhu bitly.com, cutt.ly, shorturl.at —
nhimg kiéu lira d4o dua trén nhimg link phishing dang nay nén céan trong va khong
click vao, néu to mo c¢6 thé sir dung: browserling.com hay urlscan.io dé check xem
link 4y thé nao.

2. Cach nhén biét trang Web lira d30 qua giao dién trang Web:

Xem k¥ giao dién Web. Cach nhan biét Web lira d4o nay rat dé nhan biét vi
Website that thuong giao dién rat chuyén nghiép, twong thich cho ca dién thoai,
laptop hay may tinh bang, hay dé ¥ cac yéu tb nhu logo, hinh nén va chéc chin rang
chiing khong phai 14 phién ban nhai (sai khac vé chi tiét, mau sic) hay phién ban 16i
thoi (st dung hinh anh phién ban cii). Mot trang Web str dung hinh anh khong ding
quy chuén thuong hiéu chic chén 13 trang Web khong an toan.

3. Cach nhan biét trang Web lira dio dura vio ngi dung trén Web:

Céc ban hay chii y dén ndi dung Web. Cac trang Web lira dao khong an toan
s& dé 16 nhimg diém yéu sau:

» Thong tin don vi chi quan Website khong chinh xac. Vi du, Website gia
mao c6 thé sir dung ding tén doanh nghiép nhung cung cap sb tong dai hoic dia chi
khong c6 thuc. O Viét Nam cac ban c6 thé tra thong tin cong ty tai: tratencongty.com
va néu ban thdy biéu tugng ciia B Cong Thuong trén trang Web ma ban lo lang,
hay thir nhip vao biéu trgng d6! Néu ban thdy rang chirc ning nay khong hoat dong,
hay truy cap “Hé thong quan ly thuong mai dién tir’ thudc “Bo Cong Thuong” tai
online.gov.vn va kiém tra xem ho c6 phai 1a ngudi dung con diu tin cay dugc chimg
nhén hay khong.

* Noi dung chira 16i chinh ta. Nguyén nhan 13 do cac trang Web gia mao
thudng khong kiém duyét ki ndi dung. Hodc, cc trang nay dugc tao boi ké xdu &
nudc ngoai ma ho khong thanh thao ngdn ngir dugc st dung dé lira déo.

« Chuy céc lién két d&én céc trang mang xa hoi ciia mot trang Web. Cac nut
lién ket mang xa hdi c6 thé dan dén trang chu cua trang Web.

4. Cach nhin biét trang Web lira dio qua nhirng thong bao trén Web:

Canh giac véi cac thong bdo c6 ndi dung “gidt gan” trén Web. Trang Web gia
mao thudng s& “nhir” moi ngudi bang cach dua ra nhig thong bdo khién moi ngudi
qua hoang sg¢, hodc qué vui ming. Vi du nhu thdng bao vé su ¢b giao dich hoac
thong béo tring thuéng, khuyén }néi, qua ting.... kém theo d6 1a yéu cau moi ngudi
nhap thong tin tai khoan, mat khau, sb thé tin dung dé x4c minh. Mot trang Web that
su s&€ khong c6 tin nhu trén. Ngoai ra, moi ngudi cling nén can thén trude cac 15
moi tii phan mém trén cac trang Web la, dic biét 1a nhiing trudng hop sau:

» Loi moi tai xudng phdn mém kém theo thong bao thiét bi da bj nhidm virus.

* Loi moi tai mién phi ndi dung c6 ban quyén dit tién.



« L&i moi tai xudng “siéu phan mém” (nhu ting tc 49 may tinh, bé khéa Wi-
Fi, hack facebook, gmail, tai khoan game...).

¢ Lo&i moi xem nhitng ndi dung nhay cam, hay danh vao long tbt va tin giat
gan gay shock.

 L&i moi tham gia ki€ém tién nhanh, gidi thi¢u moi ngudi ban be dé nhan hoa
hong cao.

5. Nhirng van dé dang quan tim khic ma gan diy dang c6 diu hiéu gia
tang:

Chay quang cdo ban trén céc nén tang mang xa hoi, hay Google dé quang ba
vé trang lira dao cua bon ching. Va ddng thoi 1am nhimg video quang céo trén
Youtube dé din du nan nhan. Céc dang nay déu c6 chung hinh thirc bét tra phi online
hodc cung cip mat khiu tai khoan. Loi dung 1ong tham, tAm ly s¢ hai... ma nhiing
trang nay lam nan nhan mat ludn ca tai khoan Facebook, Email, tai khoan game,
ngin hang va ltra dao thé cao dién thoai.

6. Lién hé ngay v6i bd phan IT Cong ty néu phat hién c6 bit thwong trong
khi sir dung may tinh: phat hién sém céc rui ro dé ngan chan.

Dé nghi cac Chi nhanh/Cong ty TNHH va cic phong CMNV Cong ty nghiém
tic thuc hién va trién khai thong tin dén toan thé CBNV don vi minh nhimg khuyén
cdo vé Canh bdo lira dao qua trang Website néu trén dé c6 thé tir bao vé va phong
tranh nhitng rui ro an toan trudc moi truémg s6 hoa ngéy cz‘mg phl'Ic tap

Trén trong kinh chao.
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